Welcome

Data Integrity

...Beyond Bytes and Signatures

N VS

Paul Daniel
Senior Regulatory Compliance Expert




Practical Webinar Stuff

* Challenges with your audio connection?
= Try calling toll-free: 866-740-1260

= Other technical challenges?
= Try logging in to webinar again.

= Participate by:
= Answering poll questions.
= Ask questions using “Chat” function.

= You will receive a link to the presentation in email.
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Vaisala team

Speaker:

Paul Daniel
Sr. Regulatory Compliance Expert

Chat operator:

Janice Bennett-Livingston
Marketing Manager
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Vaisala in Brief

= \We serve customers in weather and
controlled environment markets

= 80 years of experience in providing a comprehensive
range of innovative observation and measurement
products and services

| R e ~ -
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Vaisala - Life Science

Our Offering

Provides measurement instrumentation, continuous monitoring systems and
validation systems for regulated or highly controlled life science
environments. )

Our Goal is to help customers
* Reduce their risk of lost or
adulterated product

* Reduce their risk of failing to meet
GxP regulations and/or guidelines
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Data Integrity

...Beyond Bytes and Signatures




Goals

= History
= How did we get here?
= What is Data Integrity?

= New Guidance
= Recent Publications

= Data Integrity Practices
= as recommended by PIC/S
= for a Monitoring System Application
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INTEGRITY

VAISALA



POLL 1 Q: Years of GMP Experience

= | just started

=1 to 3 years.

=4 to 10 years.

=10 to 20 years.

= More than 20 years...

VAISALA



Your First GMP Data Correction
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Your First GMP Data Correction

FAIL
PASS PP 28FERIF

TARsess ESa=

VAISALA



Your First GMP Data Correction

FAIL
%;;55- PD 22FERIF

TARsess ESa=

VAISALA



Your First GMP Data Correction
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Sociological Mores

=Mores

=the customs, values, and behaviors that are
accepted by a particular group, culture, etc.

— WWW.merriam-webster.com

VAISALA



HELLO! I'™M A NEW
EMPLOYEE HERE
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-
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Mobile Phones h
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Mobile Phones
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Summary
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Summary

1. Quality Culture teaches the unspoken GxP Rules.
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Summary

1. Quality Culture teaches the unspoken GxP Rules.

2. Learning the GxP Rules takes time.
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Summary

1. Quality Culture teaches the unspoken GxP Rules.
2. Learning the GxP Rules takes time.

3. Established Quality Culture is most effective at teaching GxP Rules.
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Summary

1. Quality Culture teaches the unspoken GxP Rules.
2. Learning the GxP Rules takes time.
3. Established Quality Culture is most effective at teaching GxP Rules.

4. Quality Culture adapts slowly to new technologies.
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Summary

1. Quality Culture teaches the unspoken GxP Rules.
2. Learning the GxP Rules takes time.
3. Established Quality Culture is most effective at teaching GxP Rules.

4. Quality Culture adapts slowly to new technologies.

= Immature quality culture at young companies.

“Recipe for disaster”:
= New technology with computerized systems.
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The Big Bang of Data Integrity
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The Big Bang of Data Integrity
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The Big Bang of Data Integrity
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Data Integrity: What Is it?

VAISALA



i £ 1S LEGALTENDER:
FOR AL DERTS, FUBLIC AND PRIVATE

-.@E '-:.':j' g ;- ﬂ ,-'J% ; ﬁ',—_{y". e
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Making Money
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Checks/Cheques

= Bank Name

= Routing Number

= Account Number

= Check Number

= Recipient

= Date

= Amount

= Authorized Signature
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Vieasurement e

11
Corificale report no. H4S-12800140

CALIBRATION CERTIFICATE

CALIBRATION

D 14032412 - m
gy__ PCD DATE R8-FEB-16 f_,.....—%
DUE RL-FEB-1 o

m:mg\m:1m.hm
Termparatars £ 010
Ambignt conditions | Humidity 458 £ 8%RH, Temperature + 234 1 *C, Pressure 1074 & 1 hPa.

Technician

VAISALA



The Core of Data Integrity

“Ensuring that our data are
sufficiently reliable that we

- 14032412

e . may trust it as a basis for
L making GxP decisions.”

b { DATE

Your

Your City, Your Stata Your Zip .
o ] - Paul Daniel
ORDER OF $

DOLLARS

4321-123456789-9876543

Page 37 / 2017 / Data Integrity VAISALA




What is Data Integrity? “ALCOA +”

=Data must be
= Accurate
= _egible
= Contemporaneous
= Original
= Attributable

"Plus “+”
= Complete, Consistent, Enduring, Available
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Latest Publications

* MHRA — March 2015
= “GMP Data Integrity Definitions and Guidance for Industry”

* PIC/S — August 2016 (Draft)

= “Good Practices for Data Management and Integrity in Regulated GMP/GDP
Environments”

= WHO — May 2016

= “Guidance on Good Data and Record Management Practices”

= FDA — April 2016 (Draft)

= “Data Integrity and Compliance with cGMP — Guidance for Industry”

. y, World Health
@Ic S MHRA m @V ¥ Organization
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PIC/S Data Integrity

= Section 2.4

= Data Integrity “...is fundamental in a pharmaceutical quality system which
ensures that medicines are of the required quality. Poor data integrity
practices and vulnerabilities undermine the quality of records and
evidence, and may ultimately undermine the quality of medicinal
products.”

= Section 3.4

= “This guide is not intended to impose additional regulatory burden upon
regulated entities, rather it is intended to provide guidance on the
interpretation of existing PIC/S GMP/GDP requirements relating to current
industry practice.”
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PIC/S Table of Contents

= 9. Specific data integrity considerations for computerised systems
= 9.1 Structure of QMS and control of computerised systems
= 9.2 Qualification and validation of computerised systems
= 9.3 System security for computerised systems
= 9.4 Audit trails for computerised systems
= 9.5 Data capture/entry for computerised systems
= 9.6 Review of data within computerised systems

= 9.7 Storage, archival and disposal of electronic data
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PIC/S Simplified

. Quality Management System
. Validation

. Security

. Audit Trall

. Data Capture

. Data Review

~N O OO B~ W N P

. Data Storage
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PIC/S Simplified

. Validation

. Security
. Audit Trall
. Data Capture

. Data Review

~N O O A W N

. Data Storage
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PIC/S Simplified

. Security
. Audit Trall
. Data Capture

. Data Review

~N OO O B~ W

. Data Storage
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= Data Protection

. Security
. Audit Trall
. Data Capture

. Data Review = Data Capture

~N OO O B~ W

. Data Storage
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= Data Protection

. Security
. Audit Trall
. Data Capture

. Data Review = Data Capture

= Sensor Location

~N OO O B~ W

. Data Storage
= Sensor Calibration
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= Data Protection

. Security
. Audit Trall
. Data Capture

. Data Review = Data Capture

= Sensor Location

~N O O~ W

. Data Storage
= Sensor Calibration

= Review Of Data
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= Data Protection
-

. Security — = Software Functions

. Audit Trall
. Data Capture

. Data Review = Data Capture
Data Storage = Sensor Location
= Sensor Calibration

= Review Of Data

~> = Security Procedures

3
4
)
6
4
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= Data Protection

. Security <:// = Software Functions
) ) = = Security Procedures
Audit Trail Y

. Data Capture

. Data Review = Data Capture
Data Storage = Sensor Location
= Sensor Calibration

= Review Of Data

3
4.
5
6
7

Page 49 /2017 / Data Integrity VAISALA



= Data Protection

. Security <:// = Software Functions
) ) = = Security Procedures
Audit Trail Y

= |T Procedures

. Data Capture

. Data Review = Data Capture

= Sensor Location

3
4.
5
6
7

. Data Storage
= Sensor Calibration

= Review Of Data
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Data Integrity

for Enterprise Monitoring Systems

Data Capture
= Sensor Location
= Sensor Calibration
= Review of Data

Data Protection
= Software Functions
= Security Procedures
*|T Procedures
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Data Capture 1: Location Verification

Verifications:
= |s the correct sensor installed?
— Model

— Serial Number

= |s the sensor in the correct location?

= |s the sensor fixed in place?
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Data Capture 2: Calibration Verification

Verifications:

1(1)
Cedificate report no. H45-12500149

CALIBRATION CERTIFICATE

Instrumant idity and Temperalure Transmitier HMT331

Order code HMT330 180A101BCAB146ASCAABAAT

Serial number H5020110

Marutscturer Vaisala Oyj, Finland

Calibration date 13th December 2012

The abave u-mof
m-mmmmumtmmmmammwmwa the exception of the driest

eondiion that was measured as rslative humidity. Dewpoinl Ismpemiture was measured with a 373 LMX dewpoint medter.
Tempemtune and relative humidity were maeasured with teo Eciory working sianclands. At the time of shipment, the instrument
described above met its cperating speciications.

The 373 LHX dewpoint meser h (MIKES) by using a MIKES working
mmwmwnmwsmwTMmmﬂm|wmuwd waorking
tandords d ot an ISOAEC 17025 (FINAE), Vaisala Measuremant Sh‘dludl

wmmwm MSL working standards traceable 1o NIST. The relative humidty readings of the taciory working
have been calibrated at the Viasaka factory by using & 373 LHX dewpoint mater.

Humid; results
Fﬁwm Roforence Cbasrved Cbasrved Additicnal Humidity Permissible
humidity temperature ity probe. probe difforence difforarce
temperatute | temperature
WRH c %RH - ‘e | %RH %RH
+01 +Z1Ea 0. +21 - - £1.
+ 128 + 2168 + 13 + 31 - 0 21,
+ 337 + 21,8 [ET) i) - ) 3
[(1°1] . + 55 + 21 - + 1)
4759 + 21,68 76 +31 - + £ 1,
) + 21.87 + 98 + 21 - + £,
AddWional | Temparatare | Porminsibie
probe ditference difference
temperature
< e *c P.g ] ]
+ 3186 + 2167 +0.01 - - £0.10
Equipsnent used in calibration
Serlal number Calibration date  Certificate number
MEW 373 LHX 08-1204 20120913 M-1ZHIS0
PTU203/ T HOTI0001 2012-02-25 KO0BVD03TE
HMTIIT I T E4420206 20120418 KODBAVOOTO
PTU303 / RH HOTI0001 20121122 4512471001
HMTIST ¢ R E4420206 121122 HAB- 12471002
Uncertainties | 05 % confidence level, k=2
£ 0.6%RH @ 0. 40%AH, 11 imHH @ 4. STHRH
Tempembae 2 0.10°C.
Amblont conditions | Husnidity 48 + 5%RH, Temgerature + 231 1 °C, Prossum 1014 £ 1 hPa.
Techrican
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Data Capture 2: Calibration Verification

Verifications:
= Calibration Management SOP
— SOP approved? ST
B SOP applieS tO CMS SensorS? CALIBRATION CERTIFICATE

Instrument idity and Temperalure Transmitier HMT331

Order code HMT330 180A101BCAB146ASCAABAAT

Serial number H5020110

Marutscturer Vaisala Oyj, Finland

Calibration date 13th December 2012

The abave u-mof
m-mmmmumtmmmmammwmwa the exception of the driest

eondiion that was measured as rslative humidity. Dewpoinl Ismpemiture was measured with a 373 LMX dewpoint medter.
Tempemtune and relative humidity were maeasured with teo Eciory working sianclands. At the time of shipment, the instrument
described above met its cperating speciications.

The 373 LHX dewpoint meser h (MIKES) by using a MIKES working
mmwmwnmwsmwTMmmﬂm|wmuwd waorking
tandords d ot an ISOAEC 17025 (FINAE), Vaisala Measuremant Sh‘dludl

wmmwm MSL working standards traceable 1o NIST. The relative humidty readings of the taciory working
have been calibrated at the Viasaka factory by using & 373 LHX dewpoint mater.

4“2 results
Reference Roference Chaerved Cbatrvrd Additional Humidity Permissible
humidity temperature Pumidity rebe probe difforenca ditforarse
temperatute | temperature
%RH *c %RH * *c . %RH %RH
S0 LI 0 <71 - - 21
+128 +2188 +13 L¥il - + 21
+37 +21.85 34 v 21 - n
+548 +21.86 +55. + 21 * FRK
4759 + 21,68 76 +31 + £ 1,
+55 8 +21.87 + 98 +21 * 21
rompe-ature calibration results
Faference | Observed | Temperatare Additionsl | Temparature | Parmisaibie
temperature probe. difference probe difference difference
emparature. temperature.
c = .+ o c e
+ 2186 +21.87 =001 a . $0.10
Equipment used In calibration
Serlal number Calibeation date  Cortiicate number
MEW 373 LHX 08-1204 20M2-08-13 M-1ZHO50D
PTU03/ T HOT30001 2012-02-25 KO08-VO0ATE
HMTITIT E4420206 2012-04-18 KO08-VOOTO1
PTU303 / RH HOTI0001 20121122 Ha5-12471001
HMTIST ¢ R E4420206 121122 HAB- 12471002

Uncertainties | 85 % confidence level, k=2]
£ 0.6%RH @ 0. 40%RH, xH‘FARHQ‘J STHEH
Temparabure = 0.10 %C.
Amblent conditions | Humidity 48 = S%RH, Temgerature + 23 4 1 °C, Proasume 1074 + 1 hPa.

COPY

Technican
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Data Capture 2: Calibration Verification

Verifications:

= Calibration Management SOP |=|
- T i
— SOP approved? ST

_ SOP app“es tO CMS Sensors? CALIBRATION CERTIFICATE

Instrumont Humidity and Temperalure Transmitier HMT3.
Order code HMT330 180A101BCAB146ASCAABAAT
Serial mumber H5020110

Marufscturer Vaisala Oyj, Finland

Calibration date 13th

The sbove

g standands of
The referonce humidty was caiculaled mdmmmmnmmwmw with the mp-m the driest
mwrn:m“umw Dewpoinl ismpsrmture was measured with a 373 LHX dewpoint meter.
Terparmtune and relative hurmicity were measured with twe Beiory woring siancards. At the time of shipment, the instrument
spechications.

. . . described abave met ts oparating
= Calibration Certificate e i e oy e ot
standard traceablo 10 National Instiute of Standards and Techrology (NEST). The lemperaturs readings of the factory warking
tandards o ‘IMISMEC 17025 et (FINAS), Vaisals Measuremant Stasdards
uwmwmwm L warking standarcs traceable to MIST. The re mmwmummmm
mnu-u-m at the Vamsala factory by using & mLHJ(Mm
. .
’ ) Humid rosults
—_— ﬁn rence Reforance Cbasrved Chaerved “Additional Humidity Permissible
. Fumidity temperature | husnidity probe probe difforence ifororce
temperature tomperature
HRH c %RH - c %RH %RH
SO EFIET) [ 2 - - 1,
. - - v 128 +2185 +13 -
— +337 +21.85 + 34 -
(%] EFIN ] + 55
" V750 +21.65 v 76, X
X + 2187 + 96, 1, - + 21
. romperaturs calibraton results
f) Roferonce | Obmarved | Temparaiire Radwiona | Tomperature | Parminsibie |
—_— Ore a I"O rla e wporature | prabe | diarence probo | cifirence |  ciffersnce
L] emparature. temperature.
c = .+ o c e
+ 7186 + 2167 ~ 001 : - 2010
Equipenent used braticn
Serlal num ber Calibration date  Certificate number
B 373 LHX 08124 20120813 M-12HO50
TU3 I T HO730001 20120225 KOOBADOATE
HMTIT /T E4420206 20120418 KOOBAVDOTON
TU3 { RH HOTI0001 20121 .22 HaB- 12471001
HMTET | RH E4420206 T12-11-22 Ha- 12471002
mmlnﬁ-l

U 85 % confidence level, k=2}
Huridity * 0.6%RH @ 0. 40%RH, 1 1.0%RH @ 40, STHRH
Temparabure = 0.10 %C.
Amblent conditions | Husmidity 48 = 5%RH, Temgarature + 23 1 1 °C, Proasum 1014 + 1 hPa.

COPY




Data Capture 2: Calibration Verification

Verifications:

= Calibration Management SOP |=|
- T i
— SOP approved? ST

_ SOP app“es tO CMS SenSOI‘S7 CALIBRATION CERTIFICATE

Ingtrument Humidity and Temperalure Transmitier HMT3:
Order code HMT330 180A101BCAB146ASCAABAAT
Serial number H5020110

Marufscturer Vaisala Oy, Finland

Calibration date 13th

The sbove

The referonce humidty was caiculaled mdmmwmnmmmw meemp-m the driest
ern:mwﬁumwwlw was measured with a :!'-'ll}'ﬂ(dm
Tomperature and relative humicity wers measured with two fciory working SIBnGands. AL the time of shipment, the instumert
described above met its opersting speciications.

= Calibration Certificate B s ey e

d at
mmm_)wmhq L;‘unp standards traceabile fo NIST. The rel mmmumumm\'mm

have been calbrated at the Viasaka factory by using & 373 LHX dewpoint mede

. .
‘ ) Humid; results
- I ra I O n Fﬁm Roforence Cbasrved Cbasrved ‘Additional Humidity Permissible
- humidity temperature husmidity probe. probe difforsnce difforoncs
temperature tomperature.
WRH c %RH - e SRH %RH
+01 +Z1Ea 0. +21 - =01 £1.
- - - + 128 + 21,65 +13. * 21 B +03
’) + 337 + 21,8 + 34 i) - )
— CETE] + 2185 58
" [¥ET] 2165 6, X
) + 2187 + 96 + 21 - + £,
- [grnpeature. calibration results
Roferonce | Observed | Temperaturs Addwional | Tomparature | Pormimsibio |
— olored appropriate i | | T, | S | S
L] mparature temperature
c = .+ o c e
186 + 2167 +0.01 - - £0.10
Equipsnent used in calibration
Serlal num ber alibration date  Certificate number
BV 373 LHX 081204 20120843 M-1ZHO50
TU03 I T HOTI0001 2012-02-25 KO0BVD03TE
HMTIIT I T E4420206 20120418 KODBAVOOTO
PTU303 / RH HOTI0001 201211 22 4512471001
] HMTIST ¢ R E4420206 121122 HAB- 12471002
ensor Uncertainties ( 95 % confidence hevel, k)
Huridity £ 0.6%RH @ 0. 40%RH, 2 1.0%RH & 40, STHRH
Temparabure = 0.10 %C.
Amblent conditions | Husmidity 48 = 5%RH, Temgarature + 23 1 1 °C, Proasum 1014 + 1 hPa.

COPY

— Calibration sticker present? _—
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Data Capture 3. Data Review Verification

Verifications
= Data Review SOP approved?

= SOP includes the following:
— Responsibilities for Data Review.
— Clear definitions of acceptable data.

— Actions to take for unacceptable data.
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Data Capture: Additional Thoughts

= Monitoring systems can capture data directly from sensors.

= To apply “Data Capture” to other types of computerized
systems, you may need additional verification activities.
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Data Protection 1: Software Functions

Software Function Verifications

VAISALA



Data Protection 1: Software Functions

Software Function Verifications
= Access Control Features
— Uniquely identifies user
Example: username

— Controls entry to program
Example: password

— Controls access within program
Example: user profile
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Data Protection 1: Software Functions

Software Function Verifications
= Access Control Features

— Uniquely identifies user
Example: username
— Controls entry to program
Example: password
— Controls access within program
Example: user profile
= Audit Tralil

— Records all changes to data.
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Data Protection 1: Software Functions

Software Function Verifications
= Access Control Features

— Uniquely identifies user
Example: username

— Controls entry to program
Example: password

— Controls access within program
Example: user profile

= Audit Trall
— Records all changes to data.
= Secure Reporting Format

— Provides data in format that cannot be edited.
Example: .PDF File
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Data Protection 2: Security SOPs

Verifications
= Site Physical Security SOP
* Password Management SOP
= Periodic User Review SOP
= Audit Trail Review SOP

All SOPs must be:
= Approved?
* Include the monitoring system?
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Data Protection 3: IT SOPs

Verifications
= Change Management SOP
» Disaster Recovery SOP
= Data Back-Up SOP

— Dally (Local)
—Weekly (Protected Local) i
— Monthly (Protected Off-Site) L o090

L o000
All SOPs must be:
= Approved? k.:.

* Include the monitoring system?

Page 64 / 2017 / Data Integrity VAISALA




Data Integrity

for Enterprise Monitoring Systems

Data Capture
= Sensor Location
= Sensor Calibration
= Review of Data

Data Protection
= Software Functions
= Security Procedures
*|T Procedures
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Recent FDA Warning Letter — May 2016

= “Failure to exercise sufficient controls over computerized systems to
prevent unauthorized access or changes to data, and to provide
controls to prevent omission of data.”

= “The computerized system lacked access controls and audit trail capabilities.”
= “All employees had administrator rights and shared one user name.”

= “Electronic data could have been manipulated or deleted without traceability.”

EDA
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Review

= History
= How did we get here?
= What is Data Integrity?

= New Guidance
= Recent Publications

= Data Integrity Practices
= as recommended by PIC/S
= for a Monitoring System Application
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POLL: Question
Do you want Vaisala to contact you?

*Yes, I'm interested in... Loggers

=Yes, I'm interested in... Validation Mapping Kit

*Yes, I'm interested in... Mapping Services

*Yes, I'm interested in... Continuous Monitoring System
*Yes, I'm interested in... Process Instrumentation
*Yes, I'm interested in... Handheld devices

*Yes, I'm interested in... Other

= Not at this time, thanks.
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Thanks for Attending!

Paul Daniel
Senior Regulatory Compliance Expert

Vaisala, Inc.

Email: paul.daniel@vaisala.com

VAISALA
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